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https://islandsystems. net/ 32 CFR170: "Controlled Unclassified Information (CUI) is defined in 32 CFR 2002.4(h)." Asset is a CUI Asset
15 the data CUI? (cuta)
32 CFR170: "Controlled Unclassified Information (CUI) Assets means assets that can
process, store, or transmit CUI. {CMMC-custom term)"
No NIST SP 800-171r2, p. vii: “The requirements apply only to the components of nonfederal
Does the asset provide systems that process, store, or transmit CUI, or that provide security protection for such
security functions or "
e : components. Begin SPD Determination
capabilities for an in-
scopeCUlasset? A NIST 800-37r2: "Capability: A combination of mutually reinforcing controls implemented by Is the data stored or processed
o te‘chmczl mea:s, physical mearvsf, and procedural means. Such control are typically by an SPA (transmitted = No)? 32 CFR170: "Security Protection Data (SPD) means data stored or processed by SPA..."
selected to achieve a common information security or privacy purpose. AL is out-of-scope including SPD transmitted to non-SPA assets, e.g., an asset
Yes ‘ . - i ded by th No handling an operational 'statement of work requirement” such as adding a vulnerability to
NIST 800-160 Vol 2. Rev. 1" ;ecunty Functions: The capability provided by the SY‘SIE'“ ora ¥ a help desk system, onto a POA&M for action, or for incident response purposes.
system element. The capability may be expressed generally as a concept or specified es
precisely in requirements" Is the data used to
rotect an 0SC's -
P " o 32 CFR170: "SPD means data stored or processed by Security Protection Assets (SPA) that
See NIST 800-37r2 section 2.6 re. context-dependent requirements. assessed environment; are used to protect an OSC's assessed environment..”
Does the asset provide a No -
"capability requirement”? B NIST 800-37r2 (from NIST CSF): "Protect: Develop and implement the appropriate
NIST 800-37r2: "Capability Requirement: A type of requirement describing the capability Yes safeguards to ensure delivery of critical infrastructure services.”
Yes N\ /T that the erganization or system must provide to satisfy a stakeholder need." (E.g.,
architecture, requirements, plans) Il
No 32CFR170:
B . [security-relevant information=]
Does the SPA store -
NIST 800-37r2: "Specification Requirement: A type of reqlirement that provides a or process one of . [configuration data required to operate an SPA]
Does the asset provide a specification for a specific capability that implements all or part of a control and that may be the following: . [log files generated by or ingested by an SPA]
“specification requirement"? assessed (i.e., as part of the verification, validation, testing, and evaluation processes)." o . [data related to the configuration or vulnerability status of in-scope assets]
,,,,, (E.g., policies, SSP, implementation specifications such as CSP portals, configuration-as- No . [passwords that grant access to the in-scope environment]
Yes cade, design requirements, etc. Note that the specification requirement may be assessed in
Ne the context of an in-scope asset but itis not itself an SPA or SPD. External use of CSP portals Yes * CMMC Assessment Guide — Level 2, Version 2.13, AC.12-3.1.15: "Security-relevant
are likely out-of-scope, however the behind-the-scenes CSP APl infrastructure is an SPA information is any information within the system that can potentially impact the operation
because it uses those specification to perform the actual implementation.) of security functions or the provision of security services in a manner that could result in
Does the asset provide a failure to enforce the system security policy or maintain isolation of code and data"
"statement of work |S
requirement'? NIST 800-37r2: "Statement of Work Requirement: A type of requirement that represents . .
77777 an action that is performed aperationally or during system development.” (E g, system 32 CFR 170: "Security Protection Data (SPD) means data stored or processed by Security
Yes administration, help desk tickets, support, engineering, change management, Data is Security Protection Assets (SPA) that are used to pratect an OSC's assessed environment. SPD is
deployment, DevSecOps, POAZMS, and al development and aperational actions. ] Protection Data (SPD) | security relevant information and includes but is not limited to: configuration data required
No to operate an SPA, log files generated by oringested by an SPA, data related to the
Il configuration or vulnerability status of in-scope assets, and passwords that grant access to
) NIST 800-37r2: *Security Requirement: A requirement levied on an information system or the in-scope environment, (€M C-custom term)
Does the asset provide a an organization that s derived from applicable laws, executive orders, directives, policies,
"'security requirement?

standards, instructions, regulations, procedures, and/or mission/business needs to ensure LAl
the confidentiality, integrity, and avallability of information that is being processed, stored,
ortransmitted. Note: Security requirements can be used in a variety of contexts from high-

Begin ESP / CSP Determination

No level policy activities to low-level implementation activities in system development and
engineering disciplines.” (E.g., NIST 800-171 is not an SPA even though it can be used to Is the data stored, processed, or
identify unimplemented controls because they are not required.) transmitted by external people, N
technology, or in external facilities?
32 CFR170: “In the CMMC Program, CUI or Security Protection Data (e.g., log data,
i i . . - figuration dats t b d, stored, or itted on the ESP assets to b
Asset is a Security _____| 32.CFR170: "security Protection Assets (SPA)} means assets providing security functions or No con |iura :n :S:;]:Imus © processed, stored, or transmitted on the assetstobe
Protection Asset (SPA) capabilities for the OSA's CMMC Assessment Scope. (CM M C-custom term)” . considered an £5P.
es
Provider is an 32 CFR170: "External Service Provider (ESP) means external people, technology, or
Extemal facilities that an organization utilizes for provision and management of IT and/or
Not =] - Pt
Is the asset capable of, but not intended to, N sec:mv service ;vblerzt(?:urlelvtse(rvlces‘on :e::lfuf:hs ursa m;att:)n In tr:zgmmc Prurdgra‘m, ZUI or Security
process, stare, ar transmit CUI? . . ' Provider rotection Data (e.g., log data, configuration data), must be processed, stored, or
_____ 32 CFR 170 Table 3 to § 170.13(c)(1): "Assets that can, but are not ntended to, process, Protection transmitted on the ESP assets to be considered an ESP. {CMMC-custom term}"
store, or transmit CUI because of security policy, procedures, and practices in place; Assets Data
are not required to be physically or logically separated from CUI assets."
d physicaly orfogically sep Is the ESP a Cloud BN
Service Provider 32 CFR170: "Cloud Service Provider (CSP) means an external company that provides cloud
5N (CsP)? services based on cloud computing. Cloud computing is a mode! for enabling ubiguitous,
32 CFR 170: "Out-of-Scope Assets: Assets that cannot process, store, of transmit CUI | convenient, on-demand network access to a shared ool of configurable computing
,,,,, because they are physically o logically separated from information systerns that do s CUl stored No resources (e.g., networks, servers, storage, applications, and services) that can be rapidly
process, store, o transmit CUI, or are inherently unable to do so; except for assets that ot D;E ' provisioned and released with minimal management effort or service provider interaction.
N provide security protection for a CUl asset." and 170.19: "Assets that cannot process, store, . P’“isz I;";h Yes | This definition is based on the definition for cloud computing in NIST SP 800-145 Sept2011.
o it Cul: i i ! " ransmitte e
ortransmit CUI; and do not provide security protections for CUI Assets. ) v (EMMC-custom term)" [Note: 800-145 s NOT incorporated by reference into 32 CFR170.]
asset Is CUl stored,
processed, or
6 the asset Yes transmitted by AN
R =G R e unsble to be No the CSP? 32 CFR 170, Table 4 to § 170,19(c)(2)(i): "When the ESP processes, stores, or transmits: CUI
e e fully secured? — ---| (with orwithout SPD) - The CP shall meet the FedRAMP requirements in 48 CFR
rocess, store, or transmi ut are unable to be fu ? . B
p ° v No 252.204-7012; SPD (without CUI) - The services provided by the CSP are in the OSA’S
secured, including: Internet of Things (0T} devices, N
Industrial Intemet of Things (110T) devices, Operational No Yes assessment scope and shall be assessed as Security Protection Assets.
Technology (OT), Government Fumished Equipment (GFE), Ves
Restricted Information Systems, and Test Equipment."
See 48 CFR 252,204-7012 and, for a definition of FedRAMP Moderate equivalency,
. . - You should not arrive at this node. Please check your answers. . 7| https://dodcio. defense. gov/Portals/0/Documents/ Library/
. FEDRAMP-Equi v CloudServiceProviders. pdf
Asc‘“t's a: ;“.'(Pe Out-of-Scope Asset Assetisanin-  Assetisanin-  Assetisanin- Asset is an in-
M°" rac :; "l Asset Scope scope scope CUI scope Security scope Cloud
anaged Asse! e . .
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